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Laconic Function Evaluation [!]

Laconic function evaluation (LFE) is a powerful cryptographic primitive recently introduced. Alice can
compress a large circuit C into a small digest d. Bob can encrypt some input x under d in a way that
enables Alice to recover C(x) without learning anything about x. The scheme is said to be laconic if
the size of d, the run-time of the encryption algorithm LFE.Enc and the size of the ciphertext c are all
much smaller than the size of C.

d \
c <+ LFE.Enc(d, x)
C

d < LFE.Hash(C)

C(x) < LFE.Dec(d, c)

Indistinguishability Obfuscation [, ]

Two circuits are said to be functionally equivalent if they return the same result when evaluated on
the same input. Given two functionally equivalent circuits, their obfuscations are computationally
indistinguishable.

Updatable Laconic Oblivious Transfer [/}

Updatable Laconic Oblivious Transfer (ULOT) allows Alice to commit to a large database D via a short
message d. Subsequently, a single short ciphertext c from Bob allows Alice to learn mpy;;, where the
messages mg, m; and the location L € [|D|] are dynamically chosen by Bob.

d <+ ULOT.Hash(D) 4
c + ULOT.Send (d, L, {mo, ml})
/ C
mpyr < ULOT.Receive(L, c) )
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LFE with Optimal Parameters

We construct an LFE scheme with asymptotically Applications

optimal parameters. l.e. the size of Bob's

message is |x| + poly()\), where x is Bob’s input. m Reverse Delegation [5]

Note that, unlike [1], for our construction the
size of the Bob’'s message does not depend on

m NIZK with Optimal Prover Complexity

the depth of the circuit used for evaluation. m Bob-optimised 2PC

LFE with Optimal

Parameters

LFE.Enc(d, x)
1: Obfuscate Step Circuit SC as

iO(SC)+ Step Circuit

1: Perform 1 step of the computation
2: Write outputs to DB using ULOT.Send

2:  Encrypt input x
3: Return iO(SC) and encrypted x

LFE.Dec(d, c)

1: Compute obfuscated Step Circuit at /
2:  ULOT.Receive returns the inputs for iO(SC;1)
3: Return final output from Step Circuit
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