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CYBER SECURITY IN THE AGE
OF LARGE-SCALE ADVERSARIES
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NIST

» NIST PQC standards for KEMs and Sig schemes.
» Protocols are being adapted to be post-quantum secure.
» X3DH — PQXDH (deployed in Signal) [MP16, KS24].
» Apple’s iMessage — PQ3 [App24].
» TLS — [BCNSI15], [PST20], [BBCT22], [Lan16], [Lan1g],
[KV19], [WR19)], ....

» Almost all proposals are hybrid!
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SOME SECURITY NOTIONS ARE LOST DURING PQC MIGRATION

» Deniability: “Bob is sure a message came from Alice, but Bob cannot prove to

others that Alice wrote it.”
» Classical setting: X3DH provides deniability via implicit authentication.
» PQXDH: KEM and signature on ephemeral key — deniability is lost [FJ24].
» Apple’s iMessage PQ3: lacks deniability.

A Deniability Analysis of Signal’s Initial Handshake PQXDH

rune fiedler@cryptoplexity.de

ABSTRACT
Many use messaging apps such as Signal to
o




Q: “Can combiners preserve deniability in a post-quantum
setting at minimal additional cost?”
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» Case Study: Authenticated KEM

» Black-box Construction: Problems
» SHADOWFAX

» Construction
» Instantiation
» Comparison
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I: GENERIC COMBINERS

» Construct a secure scheme II from two schemes I1; and Ils.
» Security is binary: either secure or insecure.

» Goal: IIy VII, — 1L

» Examples of II:
» PRG := PRG(s1) ® PRGa(s2)
» KEM with k = H(ky, ko, ¢1, ¢2) (RO model)
» KEM with k& = PRF(k1, c1]|c2) @ PRF(k2, c1||c2) (standard model [GHP18])
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COMBINERS FOR PQC MIGRATION

» Build II from classical (Ile.q) and post-quantum (Ilpes-q) components.

Q: Why use combiners for PQC migration?

A: Classical implementations are mature; PQC is harder to implement. (code audits)
A: PQC schemes may lack formal proofs. (formal verification)
A: Most importantly, risk mitigation against assumption failures:

» Quantum computers become practical: Break classical assumptions (factoring,

discrete log).
» Post-quantum assumptions are flawed: LWE, SIDH, ... may turn out easy.

Can relax to: Assumption,, g V Assumption, . q = 1l
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AUTHENTICATED KEY ENCAPSULATION MECHANISM (AKEM) [

Pk
(sks, phs) ¢5 Gen ﬂ (sky, phy) <& Gen
C \ /
(c, k) < Enc(sks, pky) l l k < Dec(sky, pks,c)
k k

» Confidentiality: k should look random.
» Authenticity: r knows s sent the ciphertext c.

» Deniability: s can deny having sent ¢ to 7.
» 3 Sim : Enc(sks, pky) = Sim(...) (honest/dishonest receivers)
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APPLICATIONS OF AKEM

» AKEM formalises the auth mode of HPKE [BBLW22].
» Messaging

» Messaging Layer Security (MLS) [BBR23].
» K-waay [CHNT24].

» Designing a protocol that needs one-shot authentication? Let us know!
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Dec(pks =: (pki1, pko), sky =: (ski1, sk2), ¢)

return ((skq, ska), (pk1,pk2)) ¢ = (c1,¢2)

Gen Enc(sk, = (ski, skz), pk, = (pk1,pk2))
(sk1, pk1) <2 AKEM;.Gen (c1,k1) <& AKEM;.Enc(skq, pk1)
(ska, pka) <& AKEMa.Gen (c2, k) <& AKEMy.Enc(ska, pka)

\k = H(ky, ko, phs, pky. )

return (c, k)

parse ¢ — (c1,¢2)

k1 < AKEM;.Dec(pk1, ski, 1)
ko < AKEMy.Dec(pks, ska, ¢2)
\k = H(k.,kQ.,pks,pk,,‘c)\
return &

» Confidentiality: follows from either AKEM; AKEM; (= KEM combiner)

» However, k also hashes sender and receiver public keys to satisfy Ins-CCA..
» Authenticity: follows from either AKEM; AKEMs;.
» Deniability: follows from both AKEM; AKEM,.
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DENIABILITY VS. CONFIDENTIALITY/AUTHENTICITY

Q: What does it mean to lose deniability?
Cannot construct Sim : Enc(sks, pky) &= Sim(...)
Q: Computationally or Statistically Indistinguishable?
Comp. deniability: —Assumption,,. o V ~Assumption,, o = —Deniability
Stat. deniability: —Assumption,,, o V =Assumption, . q = —Deniability
A: Use statistical deniability. Not possible for confidentiality /authenticity!

» PAKE combiners rely on statical password hiding [HR25].
» OKEM combiners rely on statistical ciphertext uniformity [GRSV25].
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TIONS OF PRIMI

’ES USED IN SHADOWFAX

Size (in bytes)

Primitive Scheme (variant) Assumption
o c pk
NIKE X25519 [Ber06] CDH 32| 32
KEM bat_257_512 [FKPY22] NTRU, Ring-LWR 473 | 521
ML-KEM-512 [MIL-24] M-LWE 768 | 800
ANTRAG [ENST23], MITAKA [EFGT22] 1236 896
RSig FANDALF|[TpdGen, PreSmp] [GJK24]

NTRU, Ring-ISIS
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TIONS OF PRIMI

’ES USED IN SHADOWFAX

Size (in bytes)

Primitive Scheme (variant) Assumption

o c pk
NIKE X25519 [Ber06] CDH | 32| 32
KEM bat_257_512 [FKPY22] NTRU, Ring-LWR — | 473 | 521
ML-KEM-512 [MIL-24] M-LWE — | 768 | 800
ANTRAG [ENST23], MITAKA [EFGT22] 1236 896

RSig FANDALF|[TpdGen, PreSmp] [GJK24] NTRU, Ring-ISIS
Falcon-512 [PFH"22] 1276 897
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INSTANTIATIONS OF PRIMITIVES USED IN SHADOWFAX

Size (in bytes)

Primitive Scheme (variant) Assumption

o c pk
NIKE X25519 [Ber06] CDH | 32| 32
KEM bat_257_512 [FKPY22] NTRU, Ring-LWR — | 473 | 521
ML-KEM-512 [MIL-24] M-LWE — | 768 | 800
ANTRAG [ENST23], MITAKA [EFGT22] 1236 896

RSig GANDALF|[TpdGen, PreSmp] [GJK24] NTRU, Ring-ISIS
Falcon-512 [PFH"22] 1276 897

» We opt for the most compact instantiations.

» However, also possible to use NIST PQC standards.
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Assumption Size (in bytes)

Scheme Instantiation Deniability
pre-Q | post-Q c pk

DH-AKEM [ABH*21] X25519 DR-Den” v X 32 32

Deniability properties marked with an “x” have not been formally proven in the respective work.
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Assumption Size (in bytes)

Scheme Instantiation Deniability
pre-Q | post-Q c pk
DH-AKEM [ABH*21] X25519 DR-Den” v X 32 32
bat_257_542 + ANTRAG 1119 1417
ETSTH-AKEM [AJKL23] X X v
ML-KEM-512 + Falcon-512 1434 1697

Deniability properties marked with an “x” have not been formally proven in the respective work.
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AKEM INSTANTIATIONS

Assumption Size (in bytes)
Scheme Instantiation Deniability

pre-Q | post-Q c pk
DH-AKEM [ABH*21] X25519 DR-Den” v X 32 32
bat_257_542 + ANTRAG 1119 1417

ETSTH-AKEM [AJKL23] X X v

ML-KEM-512 + Falcon-512 1434 1697
NIKE-AKEM [AJKL23] | SwoosH [GdKQ"24] DR-Den* X v >221184 | > 221184

Deniability properties marked with an “x” have not been formally proven in the respective work.
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AKEM INSTANTIATIONS
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Scheme Instantiation Deniability
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SHADOWFAX [GH.J25] HR-Den & DR-Den v v
X25519 + ML-KEM-512 + GANDALF [Falcon-512] 2076 1729

Deniability properties marked with an “x” have not been formally proven in the respective work.
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PERFORMANCE

Gen Enc Dec
AKEM
kcc ms kcc ms | kec | ms
Gen Sgn Ver
RSig
kce ms kce ms | kec | ms

Cycle counts (in kilocycles) and time (in milliseconds) on a 3GHz Firestorm core of an Apple M1 Pro.
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AKEM
kcc ms kcc ms | kec | ms
DH-AKEM [ABH"21] 208 0.07 628 | 0.21 | 419 | 0.14
Gen Sgn Ver
RSig
kce ms kce ms | kec | ms

Cycle counts (in kilocycles) and time (in milliseconds) on a 3GHz Firestorm core of an Apple M1 Pro.
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PERFORMANCE

Gen Enc Dec
AKEM
kcc ms kcc ms | kec | ms
DH-AKEM [ABH+21] 208 0.07 628 | 0.21 | 419 | 0.14

PQ-AKEM [GJK24] 24748 | 8251|1215 | 041 | 332 | 0.11

Gen Sgn Ver
RSig

kce ms kce ms | kec | ms

Cycle counts (in kilocycles) and time (in milliseconds) on a 3GHz Firestorm core of an Apple M1 Pro.
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PERFORMANCE

Gen Enc Dec
AKEM
kcc ms kcc ms | kec | ms
DH-AKEM [ABH+21] 208 0.07 628 | 0.21 | 419 | 0.14

PQ-AKEM [GJK24] 24748 | 8251|1215 | 041 | 332 | 0.11
SHADOWFAX [GHJ25] 24770 | 827 | 1846 | 0.62 | 746 | 0.25

Gen Sgn Ver
RSig

kce ms kce ms | kec | ms

Cycle counts (in kilocycles) and time (in milliseconds) on a 3GHz Firestorm core of an Apple M1 Pro.
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PERFORMANCE

Gen Enc Dec
AKEM
kcc ms kcc ms | kec | ms
DH-AKEM [ABH+21] 208 0.07 628 | 0.21 | 419 | 0.14

PQ-AKEM [GJK24] 24748 | 8251|1215 | 041 | 332 | 0.11
SHADOWFAX [GHJ25] 24770 | 827 | 1846 | 0.62 | 746 | 0.25

Gen Sgn Ver
RSig
kce ms kce ms | kec | ms
RAPTOR [LAZ19] 71420 | 23.81 | 7980 | 2.66 | 505 | 0.17

Cycle counts (in kilocycles) and time (in milliseconds) on a 3GHz Firestorm core of an Apple M1 Pro.
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PERFORMANCE

Gen Enc Dec
AKEM
kcc ms kcc ms | kec | ms
DH-AKEM [ABH+21] 208 0.07 628 | 0.21 | 419 | 0.14

PQ-AKEM [GJK24] 24748 | 8251|1215 | 041 | 332 | 0.11
SHADOWFAX [GHJ25] 24770 | 827 | 1846 | 0.62 | 746 | 0.25

Gen Sgn Ver
RSig
kce ms kce ms | kec | ms
RAPTOR [LAZ19] 71420 | 23.81 | 7980 | 2.66 | 505 | 0.17
GANDALF [GJK24] 13145 | 4.38 | 1110 | 0.37 95 | 0.03

Cycle counts (in kilocycles) and time (in milliseconds) on a 3GHz Firestorm core of an Apple M1 Pro.
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» Generic combiners may be too restrictive for PQC migration.
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SUMMARY

» Generic combiners may be too restrictive for PQC migration.
» SHADOWFAX: a deniable AKEM combiner from NIKE, KEM and RSig:

22


https://ia.cr/2025/154
https://github.com/vincentvbh/shadowfax
mailto:phillip.gajland@mpi-sp.org,phillip.gajland@rub.de
https://twitter.com/p4i11ip

SUMMARY

» Generic combiners may be too restrictive for PQC migration.
» SHADOWFAX: a deniable AKEM combiner from NIKE, KEM and RSig:
» Compact instantiation with |¢| = 1.8 KB and |pk| = 1.5 KB.
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SUMMARY

» Generic combiners may be too restrictive for PQC migration.
» SHADOWFAX: a deniable AKEM combiner from NIKE, KEM and RSig:
» Compact instantiation with |¢| = 1.8 KB and |pk| = 1.5 KB.

» Implementation of SHADOWFAX and GANDALF ring signature scheme [GJK24].
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SUMMARY

» Generic combiners may be too restrictive for PQC migration.
» SHADOWFAX: a deniable AKEM combiner from NIKE, KEM and RSig:
» Compact instantiation with |¢| = 1.8 KB and |pk| = 1.5 KB.

» Implementation of SHADOWFAX and GANDALF ring signature scheme [GJK24].
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DENIABILITY FOR AKEM | ]

pky, ..., pky

b {0,1) o
if b=0

(¢, k) <2 Enc(sks, pk,)

ifb=1
(c,k)<—$Si

ifb=10

return win

Chall(s € [n],r € [n])

(¢ k)

Honest receiver: Sim(()), A(sks) Dishonest receiver: Sim(sk;), A(sks, sky)
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SECURITY NOTION: INSIDER-CCA [

Encps(s € [n], pk)

b« {0,1} (c, k) <& Enc(sks, pk)
(¢, k) <% Enc(sks, pk;)
if b=0
continue ﬁ
ifb=1 Decps(pk,r € [n],c)
k 3
oK k « Dec(pk, skr, )
ifb=10

Chall(sk,r € [n])/Chall(s € [n],r € [n])
return win Y

(¢, k)
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ADDITIONAL SLIDES




Games (1, Qgnc, Qcn1)-Out-Autakem(A)

Oracle Encps(s € [n], pk)

(1, Qenc; Qpec; Qen1 )-Ins-Autakem(A)
for i € [n]
(ski, pk;) <& Gen
D+ 0
b <% {0,1}

b <2 ABnepsChall (ko pky,) / Out-Aut
b/ <& AEncpsDecps,Chall(pp, - pk,,) // Ins-Aut

return [b = 0']

Oracle Chall(pk,r € [n],c) / Out-Au]t‘
if 3k : (pk,pk,,c, k) € D
return k
k < Dec(pk, sky,c)
ifb=0
continue

ifb=1Apk € {pki,....pka} Ak # L
kK
D « DU{(pk,pkr,c, k)}

return k

(e, k) <% Enc(sks, pk)
D < DU {(pks, pk,c, k)}
return (c, k)
Oracle Decps(pk,r € [n],¢) /Ins-Aut
k < Dec(pk, sk, c)
return k
Oracle Chall(s € [n], sk,c) /Ins-Aut
if 3k : (pks, p(sk),c,k) € D
return k

k < Dec(pks, sk, c)
if b=0
continue
ifb=1AE# L
k<K
D < DU {(pks, 1(sk), c, k) }
return k
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AKEM SECURITY NOTION: OUTSIDER-AUT |

b s (0,1}

if 4 previous query

pklu" . 7pkn

return previous k
k < Dec(pk, sk, c)
if b=1Apk honest Nk # L ﬂ

kS K Encps(s € [n], pk)
return k (c, k)

ifb=10

return win

Chall(pk,r € [n],c)

k
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DENIABILITY FOR AKEM: DIFFERENT NOTIONS |

Honest Receiver Dishonest Receiver
sk, does not leak sk, leaks sk, does not leak sk, leaks

| g — —
g| f Sim(0), A(D) Sim(0), A(sk;) i Sim(sk,), A(D) Sim(sk,), A(sky)
2| ¥ ¢ :
A @ = 1 1 : 1 1
|z Il Il I Il
=R 3
S| = Sim(0), A(sks) Sim(0), A(sks, sk,) * Sim(sk,), A(sks) | Sim(sk;), A(sks, sk;)

ﬁ’ = : =

=

» E.g. A non-interactive key exchange (NIKE) used for implicit authentication is

dishonest receiver deniable, but not honest receiver deniable. !
'A single NIKE does not suffice as an AKEM.
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AKEM DENIABILITY

Games (1, Qcn1 )-DR-Denakem,sim(A) Rev(i € [n])  Oracle Chall(s € [n],r € [n])
(1, Qen1 )-HR-Denakem,sim (A) R+ RU{i} C+cCuU{r}
R,C 0 return sk; (¢, k) <% Enc(sks, pk;)
for i € [n] ifb=0
(ski, pki) <> Gen continue
b {0,1} ifh=1
B AReVORALL(pk L pk ) (¢, k) <% Sim(pks, pkr, sk,) J DR-Den
if ROC A /HR-Den (¢, k) <& Sim(pks, pky) / HR-Den
return b <% {0,1} / HR-Den return (c, k)
return [b = V']
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