SHADOWFAX: Hybrid Security and Deniability for AKEMs
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WHAT IS AN AKEM?
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» AKEM combines confidentiality and authenticity into one-shot primitive
» Formalises HPKE standard’s auth modes

» Deniability: Bob knows Alice sent ¢, but cannot prove it to others

» Many AKEM constructions also have deniability



THE CHALLENGE WITH GENERIC COMBINERS

Security Properties:

» Confidentiality:
AKEMpre.q V AKEMpost.q = AKEM v

» Authenticity:

AKEMre.q V AKEMposi.q = AKEM
» Deniability:

AKEMpre.q A AKEMposi.q = AKEM X
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AKEM st

AKEM

Solution: Construct from lower-level primitives, not directly from AKEMs!




SHADOWFAX: HYBRID AKEM CONSTRUCTION (SIMPLIFIED)

| KEM | NIKE |

Post-Quantum Pre-Quantum

» Idea: Encrypt ring signature with KEM key and ephemeral NIKE key
» Deniability: NIKE,c.q V KEMpsi-q = AKEM v



RESULTS & POSTER INVITATION

Assumption Size (bytes)
Scheme Instantiation C dentialit; Autl ici Deniability
pre-Q | post-Q c pk
DH-AKEM [ABH"21] X25519 DR* v X 32 32
bat_257_542 + Antrag 1119 1417
ETSTH-AKEM [AJKL23] X X v
ML-KEM-512 + Falcon-512 1434 1697
NIKE-AKEM [AJKL23] Swoosh [GAKQ™24] DR* X v > 221184 | > 221184
FrodoKEX+ [CHN"24] n/a 4 v DR X v 72 21 300
bat_257_542 + GANDALF [Antrag, Mitaka] 1749 1417
PQ-AKEM [GJK24] HR & DR X v
ML-KEM-512 + GANDALF [Falcon-512, Falcon-512] 2044 1697
X25519 + bat_257_542 + GANDALF [Antrag, Mitaka] 1781 1449
SHADOWFAX [GHJ25] HR & DR v v
X25519 + ML-KEM-512 + GANDALF [Falcon-512, Falcon-512] 2076 1729

» Compact: 1.8KB ciphertexts, 1.4KB public keys
» 100x smaller than alternatives (e.g., Swoosh >200KB)
» Performance: <lms encapsulation/decapsulation

» Portable implementations available

» Visit our poster!
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